MASHTRIMI ME E-MAIL PER KRYERJE PAGESASH

Mashtrimet népérmjet e-mail-it ndodhin kur njé punonjés i autorizuar pér té béré pagesat
éshté mashtruar pér té paguar njé faturé té rreme qé i ka ardhur népérmjet e-mail ose kryerjen
e njé transferimi té paautorizuar nga njé biznes.

SI FUNKSIONON?

Shpesh, kérkesa

Mashtruesi béhet pér pagesa
telefonon ose drejt bankave
dérgon e-mail si njé ndérkombétare

drejtuesilarté i
kompanisé (psh:
CEO ose CFO).

jashté Europés.

Punonjési
transferon fonde
né njé llogari qé
kontrollohet nga
mashtruesi.

Ka njohuri té mira
pér kompaniné .

Udhézimet se si do té
procedohet mund té
jepen mé pas nga njé
person i treté ose
népérmjet e-mail.

Kérkojné njé pagesé
urgjente.

Pérdorin terma si::
‘Konfidenciale’, ‘’Kompania ka

besim te ty’, Jam pérkohésisht Punonjésit i kérkohet
i padisponueshém’. té mos ndjek procedurat

| referohen njé situate delikate e zakonshme té autorizuara.
(p.sh: kontrolli i taksave, bashkim
kompanish, blerje).

CILAT JANE SHENJAT DALLUESE?

) Telefonaté/e-mail i papritur > Ushtrohet presion e kérkohet té veproni me urgjencé

> Kontakt i drejtpérdrejté nga njé drejtues ) Kérkesa éshté e pazakonté dhe né kundérshtim me
i larté i kompanisé qé nuk keni kontakt procedurat e bankés
zakonisht

R . . . > Kércénoheni ose ju premtohet shpérblim i pazakonté
) Kérkojné konfidencialitet té ploté

CFARE MUND TE BESH?

KOMPANIA
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CEO/BUSINESS EMAIL COMPROMISE (BEC) FRAUD

CEO/BEC fraud occurs when an employee authorised to make payments is tricked into paying a
fake invoice or making an unauthorised transfer out of the business account.

HOW DOES IT WORK?

Often, the request is
for international
payments to banks
outside Europe.

A fraudster calls or
emails posing as a
high ranking figure
within the company
(e.g. CEO or CFO).
The employee
transfers funds to an
account controlled
by the fraudster.

They have a good
knowledge about the
organization.

Instructions on how to
proceed may be given later,
by a third person or via
email.

They require an urgent
payment.

They use language such as:
‘Confidentiality’, ‘The company The employee is requested
trusts you’, ‘l am currently not to follow the regular

unavailable’. They refer to a sensitive situation authorisation procedures.

(e.g tax control, merger, acquisition).

WHAT ARE THE SIGNS?

) Unsolicited email/phone call > Pressure and a sense of urgency

Direct contact from a senior official you ) Unusual request in contradiction with internal
are normally not in contact with procedures

) Request for absolute confidentiality ) Threats or unusual flattery/promises of reward

WHAT CAN YOU DO?

AS A COMPANY
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