E-MAIL PHISHING NGA BANKA

Phishing i referohet e-mail-eve mashtruese t€ cilat
mashtrojné marrésin pér té ndaré informacione
personale, financiare apo sigurie.

SI FUNKSIONON?

Kéto e-mail-e:

mund identike me
korrespondencén aktuale qé
dérgon banka.

o ERROR
ke ke ok o ok
logot, i.---: E té
formatin dhe i shkarkoni njé
pamjen nga e-mail A | dokument
i vérteté. \‘@J bashkéngjitur
—re ose té klikoni
i né link.

gjuhé gé
nénkuptojné urgjencé.

Kriminelét kibernetiké pérfitojné nga
fakti g€ njerézit jané té zéné; né pamje
té paré kéto e-mail-e duken legjitime.

Kujdes kur pérdorni aparatin celular.
Mund té jeté e véshtiré té dalloni njé
e-mail mashtrues nga celulari apo tableti.
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CFARE MUND TE BENI?

Mbani programet té pérditésuara, duke
pérfshiré shfletues-it, antivirusin dhe
sistemin operativ.

Jini vecanérisht vigjilent nése njé e-mail
"banke" ju kérkon informacion sensitiv
(p.sh. flalékalimin e llogarisé tuaj né
Internet Banking).

Shikoni me kujdes adresén e e-mail:
krahasoni adresén dérguese me até té
korrespondecave té méparshme me
bankén. Shikoni pér gabime gramatikore
dhe ortografike.

Mos u pérgjigjni né e-mail té dyshimté,
por dérgojeni até né banké duke e shkruar
veté adresén.

Mos klikoni mbi link dhe mos shkarkoni
dokumentet bashkangjitur, por shkruani
veté adresén né shfletues.

Nése keni dyshime referojuni fages zyrtare
té Bankeés ose béjini njé telefonaté.




BANK PHISHING EMAILS

Phishing refers to fraudulent emails that trick
the receivers into sharing their personal,
financial or security information.

HOW DOES IT WORK? WHAT CAN YOU DQ?

These emails: Keep your software updated, including your
browser, antivirus and operating system.

may identical to the s g3y

types of correspondence that

actual banks send. Be especially vigilant if a ‘bank’ email

requests sensitive information from you (e.g.

o ERROR your online banking account password).

ke e ok e ok
§ i Look at the email closely compare the
i you to : :
the logos : ' download an address with previous real messages from
layout and tone of A e ——— your bank. Check for bad spelling and
real emails. @ SeETTER Gl Slclinels
e click on a link.
V] [ Don't reply to a suspicious email, instead
i forward it to your bank by typing in the
g address yourself.
lanquage that Don't click on the link or download the
guag attachment, instead type the address in your
transmits a sense
browser.
of urgency.

When in doubt, double check on your bank’s
website or give the bank a call.

Cybercriminals rely on the fact that
people are busy; at a glance, these
spoof emails appear to be legitimate.

Watch out when using a mobile device. : ‘

It might be harder to spot a phishing
attempt from your phone or tablet.
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