MASHTRIMET ROZE

Mashtruesit shénjestrojné viktimat né faget e njohjeve

online, por gjithashtu mund té€ pérdorin mediat sociale

ose e-mail-in pér té krijuar kontakt.

CILAT JANE SHENJAT?

Dikush gé keni njohur sé fundmi
né internet, shfaq interes pér ju,
duke ju kérkuar té bisedoni privatisht.
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Mesazhet e tyre shpesh
jané té shkruar keq dhe
té paqarté.
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Ata mund t'ju kérkojné té
dérgoni foto ose video intime.
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Profili i tyre online nuk éshté
né pérputhje me até qé thoné.
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Si fillim ata fitojné besimin tuaj.
Pastaj ju kérkojné para, dhurata
ose detaje té llogarisé tuaj
bankare apo kartés sé kreditit.
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Nése nuk i dérgoni para, ata
mund t’ju shantazhojné. Nése i dérgoni,
ata do kérkojné mé shumé.

JENI VIKTIME?

Mos u ndjeni né siklet!

Ndérprisni menjéheré té gjitha kontaktet.

Nése éshté e mundur, mbani té gjitha komunikimet e bisedés.
Béni njé ankesé né polici.

Raportoni mashtruesin né fagen qé u shfaq pér heré té paré.
Nése keni dhéné detajet e llogarisé bankare, kontaktoni
menjéheré bankén.
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CFARE MUND TE BENI?
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INTESA SNNPAOLO BANK

Jini shumé té kujdesshém sa té dhéna
personale ndani né rrjetet sociale dhe
faget e njohjeve online.

Gjithmoné merr parasysh rreziget.
Mashtruesit jané té pranishém edhe
né faget me reputacion té miré.

Mos u nxitoni dhe béni pyetje.

Béni kérkime pér foton dhe profilin
e personit tjetér pér té paré nése jané
pérdorur diku tjetér né internet.

Jini té vémendshém ndaj drejtshkrimit
dhe gabimeve gramatikore,
mospérputhjeve né tregimet e tyre
dhe justifikimeve té tilla si; kamera
nuk punon.

Mos ndani asnjé material
kompromentues qé mund té pérdoret
pér t'ju béré shantazh.

Nése bini dakord té takoheni
personalisht, tregojini familjes dhe
miqve vendin ku po shkoni.

Béni kujdes nga kérkesat pér para.
Asnjéheré mos dérgoni para,
asnjéheré mos jepni detaje té kartés
sé kreditit, té llogarisé sé Internet
Banking apo kopje té dokumenteve
personale.

Shmangni dérgimin e pagesave
paraprake.

Mos transferoni para pér diké tjetér.
Pastrimi i parave €shté njé vepér
penale.



ROMANCE SCAM y

Scammers target victims on online dating websites, but - v
can also use social media or email to make contact. =

WHAT ARE THE SIGNS?
Someone you have recently WHAT CAN YOU DC)7

met online professes strong
feelings for you, asking to
chat privately.

) Be very careful about how much
personal information you share on
social network and dating sites.
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Their messages are <|-OBE U >
* VeRS often poorly written ‘ ) Always consider the risksScammers
and vague. E are present on the most reputable
E sites.
‘ Their online profile is not :
consistent with what they tell you. > Go slow and ask questions.

intimate pictures or videos to see if the material has been used

Theymayaskyoutosend ‘ € € € > Researchthe person'’s photo and profile

of yourself. elsewhere.
' First t:‘_ﬁy ga;]n youlr( > Be alertto spelling and grammar
trustf. en they a; mistakes, inconsistencies in their
you tor money, gifts stories and excuses such as their

or your bank

. camera not working.
account/credit card

--- details. N .
: > Don't share any compromising material

If you don’t send the money, they that could be used to blackmail you.

may try to blackmail you. If you
do send it, they will ask for more. ) If you agree to meet in person, tell
family and friends where you are going.

ARE YOU A V|CT|M? > Beware of money requests. Never send

money or give credit card details,
online account details, or copies of
Don’t feel embarrassed! persona] documents.

Stop all contact immediately.

If possible, keep all communication, such as the chat messages. > Avoid sending them upfront payments
File a complaint with the police.

Report it to the site where the scammer first approached you. ) Don't transfer money for someone else:
If you have provided your account details, contact your bank. money laundering is a criminal offence.
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