E-mail-et phishing zakonisht pérmbajné link g€ té drejtojné
né njé fage interneti té rreme té ngjashme me té€ bankés, né té
cilén ju kérkohet té vendosni informacione personale e financiare.

Faget e rreme té bankave duken pothuajse identike me fagen legjitime té bankés. Ato shpesh shfaqgin njé
dritare pop-up gé kérkon té vendosni kredencialet bankare. Bankat e vérteta nuk pérdorin dritare té tilla.

Kéto fage zakonisht shfaqin: o, X
BANKA JUAJ

pérdoren zakonisht pér té
mbledhur informacione té

Nuk do té gjeni

mesazhe té tilla né faget URGIJENT ré'ndé§ishrpe ngaju.Mos
legjitime I klikoni mbi to dhe shmangni
; dhénien e té dhénave
[ personale né dritare té tilla.

jini té kujdesshém me faqget
e internetit gé kané probleme né ndértim ose
gabime drejtshkrimore dhe gramatikore.

Mos klikoni asnjéheré né link té
pérfshiré né e-mail gé ju drejtojné
né fagen e bankés tuaj.

Gjithmoné shkruani manualisht
linkun ose pérdorni njé link
ekzistues nga “lista e preferuar'.

Pérdorni njé shfletues interneti qé kP Nése duhet vértet té njoftoheni
ju mundéson té bllokoni dritaret pér dicka té réndésishme nga
pop-up. banka, veté Banka do t'ju
informojé pér té, pasi té hyni né
llogariné e Internet Banking.
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Bank phishing emails usually include links that will take you to a
spoofed bank website, where you are requested to divulge your

financial and personal information.

Spoofed bank websites look nearly identical to their legitimate counterparts. Such websites will often feature a
pop-up window asking you to enter your bank credentials. Real banks don't use such windows.

These websites usually display: (NG
YOU’'R BANK
you will not find such

messages on legitimate URGENT
websites. .
—

be cautious with websites
that have flaws in their design or errors in
spelling and grammar.

i Never click on links included in
emails leading to your bank’s ’
website

Use a browser that allows you to rral
block pop-up windows
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they are
commonly used to gather
sensitive information from you.
Don't click on them and avoid
submitting personal data on
such windows.

Always type the link manually or
use an existing link from your
‘favourites’ list

If something important really needs
your attention, you will be alerted
about it by your bank when you
access your on-line account

#CyberScams



